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Ventana Research performed this research to determine attitudes toward processes 

and tools for managing governance, risk and compliance. This document is based on 

our research and analysis of information provided by organizations that we deemed 

qualified to participate in this benchmark research.  

 

This research was designed to investigate governance, risk and compliance 

management practices and needs of individuals and organizations and the potential 

benefits from improving their existing processes, information and systems. This 

research is not intended for use outside of this context and does not imply that 

organizations are guaranteed success by relying on these results. Moreover, gaining 

the most benefit from improving governance, risk and compliance management 

requires an assessment of your organization’s unique needs to identify gaps and 

priorities for improvement. 

 

We certify that Ventana Research wrote and edited this report independently, that 

the analysis contained herein is a faithful representation of our evaluation based on 

our experience with and knowledge of governance, risk and compliance 

management, and that the analysis and conclusions are entirely our own. 
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The only operational 
or financial risk for 
which more than 
one-fourth said their 
controls are very 
effective was 
controlling material 
financial 
misstatements. 

Executive Summary 
The business activities known as governance, risk and compliance (GRC) are 
naturally linked. While managing them requires separate processes, those activities 
impact each others. Effective corporate governance ensures compliances with laws, 
regulations and company policies. And without it, there’s no way to reliably control 
risk. 
 
Risk is part of any business undertaking and comes in many forms. Managing it 
involves anticipating negative events, understanding their costs, determining 
whether the potential benefits outweigh the risks, and applying controls to prevent 
risk events or mitigate their impacts if they occur. Managing risk intelligently is one 
of the key capabilities of successful companies. Finally, compliance with existing laws 
and regulations is essential. One of the most important aspects of governance is 
ensuring that processes are in place to perform legally mandated tasks (such as 
filing forms or performing tests) in ways that reduce or eliminate the risks of failing 
to meet requirements. 
  
Automating the execution of tasks in each (and all) of these three areas can enable 
organizations to complete them more regularly and quickly while helping them avoid 
both errors that mean having to redo the tasks and the costs of mismanaged risks or 
inadequate compliance. Software that automates aspects of GRC management 
processes, from collecting data to analyzing it to submitting status updates or 
reports, will monitor risks and alert when thresholds are passed. It likewise will 
manage the steps required for compliance approval.  
 
At present there are no software tools that address GRC as a package. Inevitably, 
though, as each component GRC effort 
grows in intensity, organizations will con-
sider taking a more comprehensive, 
cross-functional approach to manage 
governance and risk issues (including 
those related to regulatory compliance). 
 
Ventana Research undertook this bench-
mark research to acquire real-world infor-
mation about levels of maturity, trends 
and best practices in organizations’ ap-
proaches to managing governance, risk 
and compliance. Addressing GRC requires 
the involvement of operations, finance 
and IT groups, and the research explores 
the nature of this involvement now, how people at various levels and in each of 
these functions feel about the current processes and tools, the plans they have to 
change or improve them, and benefits they hope to gain by doing so. 
 
In general the research finds a sense among research participants that they handle 
these tasks fairly well. For example, more than half said they manage six out of eight 
operational activities effectively, but fewer than one-fifth, and often many fewer, 
said they manage any of these situations very effectively. Similarly, when asked 
about the effectiveness of their risk controls, more than one-fourth of participants 
identified as very effective in their organization only one of the five operational or 
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More than half (53%) 
said it is difficult to 
comply with legal and 
regulatory 
requirements, while 
only one-third said 
that is easy. 

financial risks we asked about. That one was controlling material financial 
misstatements, which the Sarbanes-Oxley Act of 2002 made a priority. Our research 
findings raise the concern that the feeling of doing well enough may lead to 
complacency that can undermine efforts to improve risk management. We assert 
that “very effective” ought to be the standard companies apply to their risk controls. 
 
Another source of concern is the array of barriers that prevent organizations from 
making desired changes to their GRC practices. Cited most often in the research 
were too-high costs (46%) and lack of resources (45%), which confirm our 
supposition that many companies try to spend as little as possible to satisfy 
minimum standards. Adding to the climate of reluctance are the two reasons next-
most frequently cited (by 37% each), low priority and lack of awareness. 
 
However, the reluctance to invest in GRC seems out of step with the bulk of the 

research findings, which also show that 
improving operational risk management is 
an important objective, most often to 
reduce the company’s overall risk 
exposure (70%) and to reduce the risk of 
noncompliance with laws or regulations 
(67%). And the research reveals that one 
reason organizations need to improve is 
an inability to monitor risks. About two-
thirds (64%) said they can monitor only 
some or none of the risks they face in 
business, and just 3 percent said they can 
monitor all of their risks. Even fewer can 

track cross-functional risks that occur in other parts of the organization yet can 
impede their own operations: 69 percent track only some or none of those events. 
 
Compliance also remains challenging for organizations. More than half (53%) of 
research participants said it is difficult to comply with legal and regulatory 
requirements, while only one-third said that is easy. More large and very large 
organizations (those with 1,000 or more employees) said compliance is difficult than 
did midsize and small ones, which most often said it is easy. This comes as no 
surprise: Larger companies face more regulations and have more complex structures 
to manage. 
 
Likely for these reasons, and because they must have more formal governance, 
larger organizations more often establish regular procedures and groups to track 
them. This research finds that almost four in five (78%) of them have an established 
group or committee that assesses the effectiveness and performance of compliance 
efforts, compared to less than half (48%) of small and midsize organizations. 
Likewise, two-thirds of larger companies have formal reviews to catalogue and 
assess significant business risks, compared to 46 percent of smaller ones. Such 
reviews and designated groups can help organizations of almost any size manage 
GRC more effectively. 
 
Our Ventana Research Maturity Index analysis determined that very large companies 
(with 10,000 or more employees) are the most mature in this area of business; 44 
percent of them reached the top two of four levels at which we rank maturity, 
compared to only about one-fourth of both small and midsize organizations. As well 
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We see the wide use 
of spreadsheets as a 
major factor leading 
only 37 percent of 
participants to 
report being 
satisfied with the 
technology they use 
for GRC. 

as being more highly regulated, very large companies more often have resources to 
devote to these efforts. 
 
Our analysis also assesses maturity in four organizational categories, and in this 
research we found that companies of all sizes are more mature in People and Process 
and less mature in Technology and Information. Regarding the People aspects, 
participants have an understanding of the issues in GRC, and they seem to follow the 
lead of their executives. Two-thirds said that their company’s senior management is 
very active in advocating ethical behavior, and this tendency was even stronger 
among those who identified their organizations as being heavily regulated (71%). 
Participants also see their executives as practicing what they preach: 92 percent said 
that senior management consistently demonstrates ethical behavior. 
 
In both the Information and Technology maturity categories, more than 70 percent 
of research participants ranked at the two lowest maturity levels. Regarding 
Information, the research uncovered what we view as a lack of engagement in the 
core issue of access to and use of the data necessary to measure and assess risk, 
with the majority (53%) saying doing this is neither easy nor difficult. Yet 43 percent 
said they find major or minor errors in data frequently or major errors occasionally, 
and 31 percent find the same sort of errors in formulas. Having access to inaccurate 
data is not much of an advantage. Here the technology being used plays a major 
role: to manage GRC 39 percent use spreadsheets, which have been shown 
repeatedly to be prone to errors when used in collaborative processes at an 
enterprise level. We see the wide use of spreadsheets as a major factor leading only 
37 percent of participants to report being satisfied with the technology they use for 
GRC. 
 
IT systems are essential to manage GRC, but organizations also have to manage 
risks in that technology, and the research shows varying degrees of implementation 
of four types of IT controls. Access controls 
are both fundamental and the ones found to 
be most common: More than half (54%) of 
organizations have comprehensive access 
controls in place, while 44 percent have 
them in some or most systems. More than 
90 percent of organizations have to some 
extent implemented the related identity 
management controls. Process controls for 
IT systems also are widely adopted: Three-
fourths have them in place throughout the 
organization or in most systems. On the 
other hand, fewer than one-fourth (23%) 
have fully automated IT controls for change 
management, a more specialized and occa-
sional activity. Fully implementing automated systems for IT controls can not only 
reduce the risks associated with lack of control but also the cost of managing IT. 
 
Another area in which organizations can benefit from automation is managing their 
compliance documentation. Using an application designed for this purpose reduces 
the risk of compliance failures and increases efficiency in performing this 
administrative task. But the research shows that only 14 percent of participants have 
adopted such an application. Half distribute their electronic documents through their 
email system, and more sign them by hand (28%) than electronically (22%). We 
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attribute much of the continuing reliance on manual processes to inertia and habitual 
practices. Smaller organizations, for example, more often use paper-based systems 
than do larger ones. Companies in the finance, insurance and real estate sector most 
often require handwritten signatures for paper documents, possibly because this 
industry has had to document compliance for decades. 
 
Governance, risk and compliance activities do not generate revenue, but 
organizations should not treat them lightly – poor performance can produce adverse 
consequences that ultimately hurt the bottom line or pose substantial risk to the 
company’s brand or reputation. Automating the related processes as much as 
possible can provide ways to meet requirements without extensively devoting people 
and resources to manage them. This benchmark research shows that as 
organizations begin to consider such options, they will look for practical qualities in 
software, particularly usability and functionality, that help them complete tasks 
easily. We expect to see a market developing to handle GRC as a single category and 
advise organizations to investigate the possibility of managing these responsibilities 
in a unified manner. 
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About This Benchmark Research 
Methodology 
Ventana Research conducted this benchmark research over the Web from December 
2011 through February 2012. We solicited survey participation via email blasts, our 
Web site and via social media invitations. Email invitations were also sent by our 
media partners and by vendor sponsors. 
 
We presented this explanation of the topic to participants prior to their entry into the 
survey: 

Governance, risk and compliance management are essential to running 
any business. Different businesses and even departments and business 
units face unique sets of risks and compliance issues, yet their 
approaches to GRC have much in common. This benchmark research is 
designed to identify both the commonalities and the unique elements 
as well as identifying the needs and best practices of organizations 
across governance, risk and compliance. 

 
The following promotion incented participants to complete the survey: 

What's In It For You? All qualified participants will receive a report on 
our benchmark research findings to support your organization’s 
efforts. In addition, all qualified participants will be entered into a 
drawing to win one of five benchmark research reports and a 30-
minute consultation, a package valued at US$1,495 or €1,232. Thank 
you for your participation! 
 

Qualification 
We designed the research to assess the use of and plans for managing governance, 
risk and compliance across organizations and industries. Qualification to participate 
was presented to participants as follows: 
 

The survey for this benchmark research is designed for finance, line of 
business and IT personnel involved in purchasing, designing, 
implementing and maintaining systems for governance, risk and 
compliance. Others such as consultants and systems integrators may 
participate in the survey, but they are not eligible for incentives and 
will be used in the analysis only if they meet the qualifications. 
Incentives are provided to qualified participants in the research and 
also are conditional on provision of accurate contact information 
including company name and company email address that can be used 
for fulfillment of incentives. 

 
Further qualification evaluation of respondents was conducted as part of the research 
methodology and quality assurance processes. It entailed screening out responses 
from companies that are too small, questionnaires that were not materially 
complete, or those where the submission is from an inappropriate submitter or 
appears to be spurious. 
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Demographics 
We designed the survey used for this research to be answered by executives and 
managers across a broad range of roles and titles working in organizations. We 
deemed 209 of those who clicked through to this survey to be qualified to have their 
answers analyzed in this research. In this report, the term “participants” refers to 
that group, and the charts in this section characterize various aspects of their 
demographics and qualifications. 
 

Company Size 
We require participants to indicate the size of their entire company. Our research 
repeatedly shows that size of organization, measured in this instance by employees, 
is a useful means of segmenting companies because it correlates with the complexity 
of processes, communications and organizational structure as well as the complexity 
of the IT infrastructure. In this research, more than two-thirds of participants (72%) 
work in very large companies (having 10,000 or more employees) or in large 
companies (with 1,000 to 9,999 employees); one-fifth work in midsize companies 
(with 100 to 999 employees), and 7 percent work in small companies (with up to 99 
employees). This distribution is consistent with prior benchmark research and our 
research objectives and provides a suitably large sample from all but the last 
category. We note that many small companies may not have the need or resources 
for formal GRC efforts. 
 

Figure 1 
Participants by Company Size 

 

 
Source: Ventana Research 

  
  

Small 
7% 

Midsize 
21% 

Large 
38% 

Very Large 
34% 
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Company Size by Annual Revenue 
When we measured size by annual revenue, the distribution of categories shifted 
downward; fewer companies were defined as very large or midsize and many more 
as small. By this measure, 7 percent fewer are very large companies (having 
revenue of more than US$10 billion), 3 percent more are large companies (having 
revenue from US$500 million to US$10 billion), 10 percent fewer are midsize 
companies (having revenue from US$100 to US$500 million), and three times as 
many (though still only one in five) are small companies (with revenue of less than 
US$100 million). This sort of redistribution is typical in our research projects when 
we measure by revenue instead of headcount. 
 

Figure 2 
Participants by Company Size (Annual Revenue) 

 

 
Source: Ventana Research 
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Geographic Distribution 
Nine out of 10 participants were from companies located or headquartered in North 
America. Those based in Europe and Asia Pacific each accounted for 3 percent, in the 
Middles East for 2 percent and in Central and South America for 1 percent. This 
result was in keeping with our expectations at the start of this investigation, since 
organizations participating in our research most often are headquartered in North 
America. However, many of these are global organizations operating worldwide. 

 
Figure 3 

Participants by Region 
 

 
 

Source: Ventana Research 
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Industry  
The companies of the participants in this benchmark research represented a broad 
range of industries, which we have categorized into four general categories as shown 
below. Companies that provide services accounted for the largest share of 
participants (39%), followed by manufacturing (31%) and finance, insurance and 
real estate (20%). Government, education and nonprofits accounted for the balance.  
 
 

Figure 4 
Participants by Type of Industry 

 

 
Source: Ventana Research 
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Job Title 
We asked participants to choose from among 13 titles the one that best describes 
theirs. We sorted these responses into four categories: executives, management, 
users and others. More than half identified themselves as having titles that we 
categorize as users, a grouping that includes director (28%), senior manager or 
manager (20%), analyst (6%) and staff (2%). More than one-fourth (29%) are 
executives, of which the largest concentrations are CFOs and CIOs (11% each), and 
11 percent are management, by which we mean vice presidents.  
 

Figure 5 
Participants by Job Category 

 
Source: Ventana Research 

 
This is how we aggregated the 13 title response options: 
 

Executive 
CEO or President 
COO or Head of Operations 
CIO or Head of Information Technology or MIS 
CFO or Head of Finance 
Other CxO 
 
Management 
VP or SVP 
EVP 
 
User 
Director 
Senior Manager 
Manager 
Analyst (Business, Financial, etc.) 

Executive 
29% 

Management 
11% 

User 
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Other 
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Staff 
 
Other 
Consultant 

 
We concluded after analysis that this response set provided a meaningfully broad 
distribution of job titles. 
 

Role by Functional Area 
We asked participants to identify their functional area of responsibility as well. This 
enabled us to identify differences between participants who have differing roles in 
the organization. We divided them into those in the lines of business, who comprised 
more than half, and those in IT, who comprised more than 40 percent. As above, 
consultants comprised the Other category. 
 

Figure 6 
Participants by Functional Area 

 
Source: Ventana Research 
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Key Insights 
Our benchmark research yielded the following important general findings and key 
insights regarding organizations’ efforts and plans to manage governance, risk and 
compliance (GRC). (We discuss the maturity levels of this group in the Maturity 
Index portion of the full research report; the actual questions asked in our survey 
are in the Appendix to the research report.) 
 

Most organizations are immature in how they manage governance, risk and 
compliance. 
The Maturity Index analysis we conducted as part of this benchmark research places 
nearly two-thirds (63%) of participating organizations in the bottom two of the four 
levels of our maturity analysis. Just 8 percent reached the highest Innovative level. 
In the four categories in which we assess maturity, participants are more mature in 
People and Process and less mature in Technology and Information. We conclude 
that people understand the issues here and that most organizations have some sort 
of process for addressing it, but they lag in information access and effective 
technology tools. To handle GRC optimally, which requires automating all the tasks 
in which manual processes can lead to errors, organizations need tools designed for 
these purposes. 
 

Senior executives set the tone for good governance. 
The perceived attitude of senior executives toward ethical behavior is an important 
influence on the compliance policies an organization establishes and how people and 
groups behave within it. For that reason, Congress emphasized the “tone at the top” 
in the Sarbanes-Oxley Act of 2002. This benchmark research shows that the tone is 
positive: Two-thirds of participants said that their company’s senior management is 
very active in advocating ethical behavior. Just 4 percent said their senior 
management seldom mentions the importance of ethical behavior, and 30 percent 
said they occasionally advocate it. Those in small business least often said their 
management is very active in this regard (47% vs. 66% overall), but this may be 
because many executives in small businesses rarely make formal statements, not 
because they are less ethical. By industry sector, the most participants in 
Manufacturing (73%) and Finance, Insurance and Real Estate (FIRE, 68%) said their 
managements are very active advocates, compared to Government, Education and 
Nonprofit (53%). Predictably, companies that are heavily regulated focus more on 
ethical standards – 71 percent of participants working in heavily regulated 
businesses said their management is very active, compared to 55 percent of those in 
lightly regulated businesses and 50 percent of those having little or no regulation. In 
a follow-up question we asked if management practices what it preaches. The 
overwhelming (92%) response from all participants was yes, it consistently 
demonstrates ethical behavior. Such a stance sets the stage for a hands-on approach 
to managing governance, risk and compliance. 
 

There’s room for improvement in managing operational risk and compliance. 
Few participants said they manage risk very effectively. On the other hand, in six of 
eight situations we asked about (such as assigning responsibility and measuring 
accountability for risk and compliance management or incorporating risk 
assessments in strategic decision-making), more than half said they manage them 
effectively. Excluding those who said they don’t know how well they manage these 
situations, the largest percentage of participants identified reporting risk and 
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compliance information clearly to the board of directors (58%) and to company 
management (68%) as the areas where their risk management is effective. At the 
other end of the scale, automating routine compliance functions (47%) and ensuring 
consistency in compliance management across the company (50%) are the areas 
where the fewest said they are effective. Overall, those who described themselves as 
being in an extremely or very risky business said their operational risk management 
efforts are ineffective more often than those in less risky businesses, likely because 
they have seen the consequences of ineffective risk management or face intense 
pressure to perform these tasks well.  
 

Improving operational risk management is an important objective. 
Asked to select the top three reasons that their company is concerned with GRC, 
most participants selected the general responses of reducing the company’s overall 
risk exposure (70%) and reducing the risk of noncompliance with laws or regulations 
(67%). These two responses also tallied the highest importance, averaging 2.5 and 
2.1 out of a possible 3. Those rating their businesses very risky most often cited one 
of the two as their primary concern. 
 
The research shows that one reason improving risk management is so important is 
that few companies have the ability to monitor their risks comprehensively. About 
two-thirds (64%) said they can monitor only some or none of the risks they face in 
business, while one-third can manage most of them and just 3 percent can monitor 
all of their risks. Government, education and nonprofit entities are in the worst 
position: 89 percent said they can monitor few or none of their risks. Moreover, even 
fewer can keep tabs on risks in other parts of the organization that could have a 
negative impact on their own operations: 69 percent track only some or none of 
these events.   
 

More agile risk management is a key benefit of GRC. 
When we asked participants about the potential benefits from taking a better 
approach to GRC, the one most often identified as important is being able to identify 
and manage risk faster (chosen by 79%), followed by improving the control 
environment (59%) and preventing situations from occurring because of neglect 
(54%). Larger companies as determined by number of employees cited more 
benefits on average than small and midsize ones. Larger companies also mentioned 
identifying and managing risks faster more often than smaller ones (83% vs. 72%), 
likely because being larger produces more coordination issues to deal with, each with 
substantial consequences. 
 

Organizations need more effective operational and financial risk controls. 
Of six key financial risk management efforts we listed, participants identified as the 
most effective their controls for material financial misstatements (the key objective 
of the Sarbanes-Oxley Act), with 37 percent saying they are very effective and 51 
percent calling them effective. Fewer rated their credit controls very effective (24%), 
though only 5 percent said they are ineffective. We see an explanation for this 
distinction. Whereas the consequences of material financial misstatements are direct 
and severe (likely requiring restatement of financial results and possibly a loss of 
investor credibility), there may be a strategic reason for a certain laxity in granting 
trade credit (such as trading off higher revenues against increased credit losses). 
Controlling risk through contingency planning was identified as the least effective 
control, with just 14 percent saying it is very effective and 34 percent labeling it 
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ineffective. (Of course, in this case such an assessment is speculative.) Across 
industries, FIRE companies rated their risk management efforts more effective, likely 
because risk management is a well-established practice and readily quantifiable in 
that industry. Midsize companies rated their tax risk management as very effective 
much less often than larger ones, likely because they have fewer resources to devote 
to it; they also said more often they are ineffective at preventing disruption of 
funding. 
 
Although one-fifth or fewer said their operational risk controls are ineffective, even 
fewer rated them very effective. For example, just 20 percent said their company’s 
controls for natural disasters are ineffective, but only 15 percent assessed them as 
very effective; the rest rated their controls in the middle category, effective. The 
research shows that companies are least good at controlling demand disruption 
(26% said their controls are ineffective and just 5% said they are very effective) and 
reputational loss (26% and 9%, respectively). The responses show that a majority of 
organizations believe they are doing reasonably well, but we do not regard this as 
reassuring. Such a view typically leads to complacency and a lack of effort to 
improve risk management. In our view, “very effective” ought to be the standard 
companies apply to their risk controls. 
 

Compliance and regulation requirements have increased costs and 
workloads. 
Only about one-third (35%) of participants said compliance with legal and regulatory 
requirements is easy, whereas more than half (53%) said it’s difficult; the remaining 
12 percent said it’s very difficult. More small and midsize organizations than larger 
ones find it easy to comply (49% vs. 30%), probably because many regulatory rules 
exempt smaller companies and because smaller companies have less complex 
structures. Regarding compliance costs, the research finds that in almost one-third 
(32%) of companies the internal audit budget increased over the past five years 
while in just 13 percent it declined. Another 39 percent reported that the audit 
budget has been flat over this period, and 16 percent said it rose at first but has 
leveled off or declined. Nearly all organizations (93%) have reviewed the 
completeness of their financial controls over the past two years, which is a key 
objective of the Sarbanes-Oxley Act. Although more than half (55%) of the 
companies that did such a review kept the same number of controls, one-third 
increased them and just 9 percent reduced them.  
 

Most organizations are satisfied with their internal audit functions. 
A bit more than half (52%) of participants said they are satisfied or very satisfied 
with the effectiveness of their internal auditing, while just 10 percent are dissatisfied. 
Those in large and very large companies registered more satisfaction with their 
internal audit function than those in small and midsize ones. Among those able to 
characterize their company’s internal audit function, three in five (61%) said that it 
strikes a good balance between auditing and business needs. However, nearly two-
fifths said that balance is out of whack: 27 percent said that auditing defers too 
much to business needs and thus is ineffective, while the remaining 12 percent took 
the opposite view, saying it is overly restrictive and gets in the way of business. 
Those in executive roles said it strikes a good balance more often than did lower-
level managers, who may have to deal with its effects more directly. Organizations 
should ensure that internal auditing is crafted to consider the impact on both sides. 
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High costs and few resources impede changes to executing GRC. 
The research identified several barriers that prevent organizations from making 
desired changes to their governance, risk and compliance efforts. Of the 10 possible 
barriers we listed, on average participants cited three. Too-high costs and lack of 
resources were the ones most commonly selected, by 46 percent and 45 percent, 
respectively. In observing how companies manage legal and regulatory 
requirements, our conclusion has been that most address their compliance needs by 
spending as little as possible to satisfy minimum standards. This research bears that 
out, as almost half of organizations identified as the most substantial impediments 
high costs and lack of resources. Complementing these responses are the two next-
most frequently cited reasons, both of which are perceptual: It’s a low priority and 
awareness is lacking (each 37%). A more reasoned and strategic approach to both 
allocation and effectiveness of the spending could address all these issues. 
 

Larger companies manage GRC issues more systematically than small and 
midsize ones. 
Because governance in larger organizations must be more formal, they often 
establish more regular procedures and designate groups to ensure that governance, 
compliance and risk management efforts are carried out. In this research, 78 percent 
of large or very large companies (those with 1,000 or more employees) have an 
established group or committee that assesses the effectiveness and performance of 
compliance efforts; that’s the case in only 48 percent of small and midsize 
organizations. Twice as many larger companies have formal plans for addressing 
both natural disasters and business risks as do small and midsize ones (53% vs. 
28%). Two-thirds (68%) of larger companies have formal reviews to catalogue and 
assess their significant business risks, compared to 46 percent of small and midsize 
ones. Organizations that are growing or that perceive their GRC procedures as 
unwieldy should consider creating such a group to manage these efforts. 
 

Organizations vary in their abilities to access the data needed to measure 
and assess risk. 
Research participants differed on how easy it is to access and use the data necessary 
to measure and assess risk. The majority (53%) took a middle-ground path, saying 
that is neither easy nor difficult. Of the remainder, 24 percent said it’s easy or very 
easy and 19 percent said it’s difficult. We found no major differences in responses 
based on the size of the company or the participant’s role. FIRE companies’ 
responses show that they view it as somewhat easier than do other sectors and 
participants from Government that they view it as more difficult. Rather than 
conclude that most existing systems provide ready access to useful GRC data, 
however, our view is that most participants are not sufficiently concerned with the 
issue. Our maturity analysis ranked about 70 percent of them in the lower half of our 
maturity hierarchy for both Information and Technology, in large measure because of 
the prevalence of spreadsheet use and errors resulting from it. We recommend 
paying close attention to how one accesses this data, from what kind of systems, 
and its accuracy once it is available. 
 

Breaches of data privacy and information security are most common in the 
smallest and largest corporations. 
Overall, just 13 percent of participants said their organization experienced a 
significant breach in data privacy or information security in the prior 12 months. 
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However, this benign finding obscures the fact that more than one-fourth of both 
small businesses (29%) and very large businesses (26%) have experienced this 
issue. In our view, this is because small organizations are more vulnerable and very 
large ones are more attractive to attack. By industry, government and education 
organizations have experienced such incidents more often than others (22% vs. 
12%).  
 

Satisfaction with GRC technology varies among organizations. 
More than one-third (37%) of organizations said they are satisfied with their 
technology for managing governance, risk and compliance, while 36 percent are 
somewhat satisfied and 21 percent are dissatisfied. The remaining 7 percent didn’t 
have an opinion. Larger companies are noticeably less content (40% dissatisfied) 
with their technology than small and midsize ones (18% dissatisfied). We think this 
reflects a need in larger companies for improved functionality to deal with much 
more complex organizational requirements as well as the need to scale to work in a 
larger, more demanding IT environment. Among industry groups, the research finds 
Government to be the least satisfied (42% said they’re dissatisfied compared to 18% 
for other industries). Thus significant numbers of organizations in all sizes and 
industries could benefit from more effective applications for these tasks. 
 

IT risk management is a work in progress. 
IT system controls of various sorts are important to governance and risk 
management. Strong controls limit the potential for financial fraud, operational 
disruption or theft of intellectual property, among the most significant areas of 
vulnerability. This research shows that organizations have implemented four types of 
IT controls – change management, identity management, access controls and 
process controls – to varying degrees. Fewer than one-fourth (23%) have fully 
automated IT controls for change management, while nearly half (46%) have 
implemented them only in parts of the business. Nearly one-third (29%) have not 
implemented them yet. We find little difference in this aspect of automation among 
companies of all sizes.  
 
More than 90 percent of organizations have implemented automated identity 
management controls to at least some extent: 13 percent are fully automated, 42 
percent are mostly automated and 37 percent are somewhat automated. More small 
and midsize companies have completed full automation (22% vs. 10% of others), 
possibly because it’s easier on a smaller scale, but more larger companies (46%) are 
mostly automated in this area than are small and midsize ones (28% ). We found no 
significant differences across industries.  
 
Adoption of process controls for IT systems presents a more mixed picture: 38 
percent have them in place throughout the organization, 35 percent have them in 
most systems, and 22 percent have them in some. Compared to larger companies, 
small and midsize ones less often have them fully deployed (33% vs. 40%) and to 
have them in all or most systems (61% vs. 77%). Manufacturing and FIRE have 
process controls fully deployed more often than government entities or services 
companies.  
 
The research finds that access controls are the category of controls most commonly 
in place. More than half (54%) of organizations have comprehensive access controls 
in place, while 44 percent have them in some or most systems. FIRE companies 
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again have the highest percentage of instances of controls in place, with 61 percent 
saying they have all and another 28 percent saying they have most. Government 
and education organizations again least often have comprehensive controls – only 44 
percent have them throughout the organization. These findings indicate that many 
companies need to implement, or more fully implement, automated systems for IT 
controls, which can reduce both risks and the cost of managing IT. 
 

Documenting compliance remains a manual practice for most organizations. 
Relatively few companies (14%) have fully automated their compliance 
documentation, by which we mean using a dedicated application to manage and 
distribute the documents. About half (52%) distribute their electronic documents 
through their email system. Fewer (24%) use electronic signatures for signing them 
than use handwritten signatures (28%). Nearly one-fourth (23%) still use both paper 
documents and handwritten signatures. Smaller organizations use paper-based 
systems slightly more often. FIRE companies most often require handwritten 
signatures for paper documents, possibly because this industry has had to document 
compliance for decades and there may be a “we’ve always done it this way” 
mentality at work, while services companies more often have paper-based systems. 
Automating compliance documentation is beneficial because it reduces the risk of 
compliance failures and increases efficiency in performing a purely administrative 
task. 
 

Out-of-the-box usability and functionality are most important to GRC 
software buyers. 
When buying technology to support GRC, companies focus primarily on usability and 
functionality (55% and 45%, respectively, said these are very important). Validation 
of a vendor (the process of checking its references and assessing its viability) and 
the adaptability of the software were least often identified as very important (by just 
23% and 29%, respectively). We conclude that buyers focus on purchasing exactly 
what they need to address their specific GRC issues and don’t want to have to 
customize it. 
 

Cloud computing is a risk most organizations are willing to take. 
While almost two-thirds (64%) of research participants view cloud computing as 
inherently riskier than on-premises deployments, just 12 percent have chosen not to 
use it for that reason. The rest limit cloud deployments (26%) or manage the risks 
they perceive in cloud computing (27%). Another one-fifth said on-premises and in 
the cloud are equally risky; 12 percent said they don’t know which is riskier, showing 
that a portion of participants have not thought much about deployment. These 
responses lead us to conclude that, as for many other types of applications, more 
organizations will adopt cloud computing as they become assured that the risks are 
not prohibitive. 
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What To Do Next 
This benchmark research shows that improving management of governance, risk and 
compliance (GRC) is an important objective for organizations. Asked to select the top 
reasons that their company is concerned with GRC, most participants cited reducing 
the company’s overall risk exposure (70%) and reducing the risk of noncompliance 
with laws or regulations (67%). These same issues also were the primary concerns 
of participants in the research who rated their businesses as very risky. 
 
The research finds that few companies are able to monitor their risks 
comprehensively. About two-thirds (64%) said they can monitor only some or none 
of the risks they face in business, while one-third can monitor most of them and just 
3 percent can monitor all of their risks. Even fewer can keep tabs on risks in other 
parts of the organization that could have a negative impact on their own operations: 
the vast majority (69%) track only some or none of these events.  
 
For organizations wishing to improve their GRC processes and effectiveness, we offer 
the following recommendations. 
 

Assess the effort and costs you incur in compliance. 
The research shows that compliance tasks are a burden for organizations. Two-thirds 
of participants said compliance with legal and regulatory requirements is difficult or 
very difficult. In response some companies are spending more and doing more. One-
third have increased their internal audit budget over the past five years, and in the 
wake of the Sarbanes-Oxley Act, 92 percent reviewed the completeness of their 
financial controls in the past two years. Although more than half (55%) that did such 
a review kept the same number of controls, one-third increased them. We advise 
organizations to adopt processes and tools that can increase the efficiency of 
compliance efforts and cut auditing expense by implementing automated controls 
systems. 
 

Evaluate your organization’s maturity in aspects of GRC. 
The Ventana Research Maturity Index analysis we conducted as part of this 
benchmark research places nearly two-thirds (63%) of participating organizations at 
the two lowest levels of the four in our maturity hierarchy. Just 8 percent reached 
the highest Innovative level. We also assess maturity in four categories and here we 
found that organizations are most mature in the People and Process categories and 
least mature in Technology and Information. We conclude that people understand 
the issues here and that most organizations have some sort of process for 
addressing it, but they lag in being able to easily access the information they need 
and in using technology to make the processes less burdensome. We advocate 
automating all the tasks in which manual processes can lead to errors, and toward 
that end acquiring tools designed for these purposes. We suggest you undertake a 
maturity analysis of your organization, comparing it to that of the research 
participants. 
 

Determine where you need improvement in managing risk and compliance. 
Few participants said they manage risk very effectively, but majorities said they are 
effective in six of eight situations we asked about. We detect some complacency in 
these responses and counsel that it be challenged. It is a telling fact that participants 
who described themselves as being in an extremely or very risky business more 
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often said their risk management efforts are ineffective than did those in less risky 
businesses; they necessarily keep watchful eyes on these issues. Doing a poor job of 
managing risk and compliance can have adverse consequences, so take a close look 
at how well you do it. In particular, automating routine compliance functions (47%) 
and ensuring consistency in compliance management across the company (50%) are 
the areas where the fewest said they are effective. Doing these things well can 
promote justifiable confidence in the organization. 
 

Remove organizational barriers to executing GRC as well as possible. 
The research identified several barriers that prevent organizations from making 
desired changes to their governance, risk and compliance efforts. The most common 
ones reflect an unwillingness to engage the challenges seriously. In our experience, 
many companies respond to compliance requirements by spending as little as 
possible to meet minimum standards. The research bears that out, as almost half of 
organizations identified high costs and lack of resources as the most substantial 
impediments to making desired changes. Adding to the inertia, the next-most 
frequently cited reasons (by 37% each) were that such changes have low priority 
and awareness of the need for them is lacking. Make sure that everyone involved in 
GRC efforts understands their importance and is committed to giving them the 
attention and resources they deserve. 
 

Enlist senior executives in this effort. 
The research shows that most participants perceive senior executives as positive 
models for taking GRC seriously: Two-thirds said that their company’s senior 
management is very active in advocating responsible behavior. Predictably, more 
participants working in heavily regulated businesses (71%) said their management is 
very active than did those in less tightly regulated businesses. We recommend that 
group as a role model. In a follow-up question we asked if management practices 
what it preaches, and 92 percent of all participants said it consistently demonstrates 
ethical behavior. Thus it seems likely that upper management will support efforts to 
optimize these efforts; seek support from those who are most enthusiastic and 
influential. 
 

Identify key benefits of GRC. 
Seeing positive contributions from strong GRC likely will help to rally support for 
improvement. Two of the top three potential benefits of a better approach had to do 
with protecting the company: being able to identify and manage risk faster (chosen 
by 79%) and preventing situations from occurring because of neglect (54%). About 
half chose the proactive benefit of being able to identify and respond to opportunities 
faster. We note that larger companies, in which coordination may be more 
challenging and consequences more severe, mentioned identifying and managing 
risks faster more often than smaller ones. Finding and communicating positive 
benefits of diligent GRC can give impetus to your efforts. 
 

Discover where you need more effective risk controls. 
Organizations need controls for a variety of risks: financial, operational and 
technological. With respect to financial controls, participants identified as the most 
effective their controls for material financial misstatements, which is not surprising 
since that was the key objective of the Sarbanes-Oxley Act. They also identified 
contingency planning, which is speculative, as the least effective control. Review 
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your controls in terms of their importance and effectiveness. For example, midsize 
companies much less often rated their tax risk management as very effective than 
larger ones, likely because the midsize have fewer resources to devote to it. 
 
The research shows that organizations generally were less confident in the 
effectiveness of their operational risk controls than of the financial ones. For 
example, just 20 percent said their company’s controls for natural disasters are 
ineffective, but even fewer (15%) said they’re very effective. Companies are least 
good at controlling demand disruption and reputational loss. While the responses 
overall indicate that a majority of organizations believe they are doing reasonably 
well, here also we warn against complacency and urge you to strive for very effective 
risk controls. 
 

Learn from the systematic approaches of larger companies to managing GRC 
issues. 
Because they must have formal governance procedures, larger organizations often 
create groups to ensure that efforts are carried out. In this research, more than 
three-fourths of large or very large companies (those with 1,000 or more employees) 
have an established group or committee that assesses the effectiveness and 
performance of compliance efforts, compared to not quite half of small and midsize 
organizations. Likewise, two-thirds of larger companies have formal reviews to 
catalogue and assess their significant business risks, compared to fewer than half of 
small and midsize ones. If your organization is outgrowing ad-hoc approaches to 
GRC or lacks oversight of procedures, consider creating such a group to manage 
these efforts. 
 

Strike a balance between internal auditing and business functions. 
Trustworthy auditing is a key tool in managing governance, risk and compliance. It is 
encouraging that about half of participants said they are satisfied or very satisfied 
with the effectiveness of their internal auditing, while just 10 percent are dissatisfied. 
Among those able to characterize their company’s internal audit function, 61 percent 
said that it strikes a good balance between auditing and business needs. However, 
that leaves nearly two-fifths saying the balance is out of whack: 27 percent said that 
auditing defers too much to business needs and thus is ineffective, while the 
remaining 12 percent took the opposite view, saying it is overly restrictive and gets 
in the way of business. Involve stakeholders in various roles to craft internal auditing 
practices that benefit both sides. 
 

Ensure that users can access the data needed to measure and assess risk. 
To measure and assess risk, organizations need accessible, accurate data. The 
research suggests that participants do not pay close attention to this issue. More 
than half said that it is neither easy nor difficult to access and use that data. Of the 
remainder, not quite as many (19%) said it is difficult as said it’s easy or very easy 
(24%). We found no major differences in responses based on the size of the 
company or the participant’s role. Rather than assume that most existing systems 
provide ready access to useful GRC data, we recommend a systematic analysis of 
how users access this data, from what kind of systems, and its accuracy once it is 
available. Facilitating this can avert problems later if data is found to be incorrect or 
out-of-date and thus requires redoing a compliance exercise. 
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Find GRC technology that serves your needs well. 
Organizations also should re-evaluate the technology they use to manage 
governance, risk and compliance. Only one-fifth or participants said they are 
dissatisfied with theirs, while a bit more than one-third each are satisfied or 
somewhat satisfied with it. Yet the research finds that desktop spreadsheets rank 
first in importance in types of tools being used. Our various research projects and 
those of others consistently show that spreadsheets are not effective for 
collaborative processes that involve more than a few people in a single function and 
their use increases exposure to risk. GRC tasks are certainly of this kind. We see 
confirmation in the finding that larger companies, which have complex organizational 
requirements, are twice as often dissatisfied (40%) with their technology as small 
and midsize ones. We think that organizations of all sizes could benefit from more 
effective applications for these tasks. 
 

Consider fully automating your IT controls. 
Because organizations rely so extensively on their information technology and 
networks today, IT system controls of various sorts are important to governance. 
This research shows that organizations have implemented four types of IT controls; 
in order of prevalence, they are access controls, identity management, process 
controls and change management. We recommend assessing the state of each of 
these controls, paying attention to vulnerabilities and risk exposure created by 
outdated or informal controls, particularly ones that require manual intervention. In 
contrast, full automation can reduce not only the risks associated with poor control 
systems but also the cost of managing IT. 
 

Modernize your practices for documenting compliance. 
Organizations can benefit from using a dedicated application to manage and 
distribute their compliance documentation, but the research shows that only 14 
percent have adopted one. Instead, about half distribute their electronic documents 
through their email system. More organizations still use handwritten signatures than 
electronic signatures for signing these documents. Smaller organizations are slightly 
more likely to use paper-based systems. Automating compliance documentation 
reduces the risk of compliance failures and increases efficiency. This is a purely 
administrative task, and you can release people for more productive pursuits by 
handling it in a better way. 
 

Look closely at the perceived risk of deploying applications through cloud 
computing. 
Almost two-thirds (64%) of research participants view cloud computing as inherently 
riskier than on-premises deployments, but just 12 percent have chosen not to use it 
for that reason. The rest limit cloud deployments (26%) or choose to manage the 
risks they perceive in cloud computing (27%). Another 12 percent said they don’t 
know which is riskier, showing that a portion of participants have not thought much 
about deployment. Cloud computing has matured to answer concerns such as about 
security and access, and we expect deployment to continue to increase. It should be 
an option you consider when looking to adopt new applications for governance, risk 
and compliance. 
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How Ventana Research Can Help 
Ventana Research helps organizations develop, execute and sustain business and 
technology programs that align people, processes, information and technologies 
essential for success. As an objective and trusted advisor, we are your insurance that 
your business and IT initiatives deliver both immediate and long-term improvements 
to your business.  

We offer a variety of customizable services to meet your specific needs including 
workshops, assessments and advisory services. Our education service, led by 
analysts with more than 20 years of experience, provides a great starting point to 
learn about important business and technology topics from compliance to business 
intelligence to building a strategy and driving adoption of best practices. We also 
offer tailored assessment and benchmarking services to help you connect the 
business and technology phases of your project by leveraging our research 
foundation and methodologies. And we can provide Ventana On-Demand access to 
our analysts on an as-needed basis to help you keep up with market trends, 
technologies and best practices.  

Everything at Ventana Research begins with our focused research, of which this 
report is a part. We work with thousands of organizations worldwide, conducting 
research and analyzing market trends, best practices and technologies to help our 
clients improve the efficiency and effectiveness of their organizations.  

Through the Ventana Research community we also provide opportunities for 
professionals to share challenges, best practices and methodologies. Sign up for 
Individual membership at www.ventanaresearch.com to gain access to our weekly 
insights and learn about upcoming educational and collaboration events – webinars, 
conferences and opportunities for social collaboration on the Internet. We offer the 
following membership levels, as well as an additional PLUS option for bundled 
education: 

Individual membership: For business and IT professionals* interested in full access 
to our Web site and analyst team for themselves. The membership includes access to 
our library of hundreds of white papers and research notes, briefings and 
telephone/e-mail consulting sessions to provide input and feedback.  

Team membership: For business and IT professionals* interested in full access to our 
Web site and analysts for a five-member team. The membership includes access to 
our library of hundreds of white papers and research notes, briefings, telephone/e-
mail consulting sessions to provide input and feedback and the use of Ventana 
Research materials for business purposes. 

Business membership: For business and IT professionals* interested in full access to 
our Web site and analyst team for their larger team or small business unit. The 
membership includes access to our library of hundreds of white papers and research 
notes, briefings, telephone/e-mail consulting sessions to provide input and feedback, 
use of Ventana Research materials for business purposes. 

To learn more about Ventana Research services – including workshops, assessments 
and advice – Please contact clientservices@ventanaresearch.com. 

* Additional services are available for solution providers, software vendors, consultants and 
systems integrators. 
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About Ventana Research 
Ventana Research is the most authoritative and respected benchmark business 
technology research and advisory services firm. We provide insight and expert 
guidance on mainstream and disruptive technologies through a unique set of 
research-based offerings including benchmark research and technology evaluation 
assessments, education workshops and our research and advisory services, Ventana 
OnDemand. Our unparalleled understanding of the role of technology in optimizing 
business processes and performance and our best practices guidance are rooted in 
our rigorous research-based benchmarking of people, processes, information and 
technology across business and IT functions in every industry. This benchmark 
research plus our market coverage and in-depth knowledge of hundreds of 
technology providers means we can deliver education and expertise to our clients to 
increase the value they derive from technology investments while reducing time, 
cost and risk.  
 
Ventana Research provides the most comprehensive analyst and research coverage 
in the industry; business and IT professionals worldwide are members of our 
community and benefit from Ventana Research’s insights, as do highly regarded 
media and association partners around the globe. Our views and analyses are 
distributed daily through blogs and social media channels including Twitter, 
Facebook, LinkedIn and Google+. 
 
To learn how Ventana Research advances the maturity of organizations’ use of 
information and technology through benchmark research, education and advisory 
services, visit www.ventanaresearch.com. 
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